
●Major countermeasures against infections
・Hygiene in prevention (wearing masks and hand sanitizing)
・Periodically disinfecting areas where an unspecified number of people touch, such as doors, switches, etc.
・Installing partitions in offices, meeting rooms, and dining halls
・Implementing staggered eating
・Avoiding three Cs (closed spaces, crowded places, and close-contact settings) in daily life and implementing “new normal”
・Actions in line with the measures requested by the prefectural governments to prevent infectious diseases

●Commuting
・Restricting employees to use public 
transportation for commuting regarding the 
infection status at our site location
・Introducing teleworking in administrative and 
indirect departments
・Measuring employees’ temperature when 
entering the office etc.

●Business travels and meetings
・Formulating rules for domestic and overseas business trips, 
  and implementing measures to prevent infectious diseases
・Introducing online meetings
・Measuring outside visitors’ temperature and requesting them to 
hand sanitizing and wearing mask.

■ Firefighting training using fire hydrant

■ Online disaster control seminar by Regional 
  Management Center of Central Shizuoka

KOITO enriches and reinforces comprehensive risk management to properly identify diversifying and complex risks, 
prevent risks from becoming materialized, and minimize damage in case problem occurs. 
Departments are assigned to risk management, including the implementation of measures to reduce and avoid risks and 

daily management. The Quality Assurance Department is assigned risks associated with the safety of products, the 
Procurement Headquarters handles risks in the supply chain, and the Safety Environment Department handles risks of 
natural disasters. As such, each department assess relevant risks and implement preventive measures. Officers of assigned 
responsible departments act as the general managers. In addition, training on individual risks is provided to employees. 
If risks become actual problems, the basic protocol is to report the incidents to the Board of Directors, the highest 

decision-making entity of the business administration, and such problems are swiftly and properly handled under the 
direction of the top administrators.

Risk Management
KOITO has identified “information security” as one of our materiality, and ensuring the protection of personal 
information and confidential information based on the Information Security Policy while implementing proper 
information security measures to materialize safe and thorough management.
We have established a cyber security system that can detect the latest viruses and abnormal conditions at all sites, 
including domestic and overseas affiliates. At the same time, we have established CSIRT (specialized team that deals with 
information security issues) at each site to ensure an immediate response in the event of an emergency.

Information Security

Natural Disaster Risks
Based on our basic policy “to prioritize human lives and maintain business 
continuity,” KOITO examines disaster control, initial response, and 
restoration work to find problems and re-evaluate and reinforce BCP 
activities based on lessons learned through natural disasters such as the 
Great East Japan Earthquake, Kumamoto Earthquake, heavy rains, 
typhoons, and expected damage caused by the Nankai Trough Earthquake.
To control damage from natural disasters, such as earthquakes, KOITO 
implements aseismic reinforcement of production site buildings, anti-fall 
measures for facilities and equipment, installation of emergency 
earthquake notification systems, regular disaster drills including 
evacuation and firefighting, all-employee safety confirmation drills, and 
general inspections of the maintenance and management of evacuation 
routes. KOITO also intends to minimize the damage caused by disasters by 
hosting lectures on how to check hazard maps and evacuation. 
To prevent fire, KOITO makes efforts to reinforce the system to ensure 
quick extinguishing through thorough management of hazardous materials 
and combustibles, such as organic solvents, increased installation and 
rearrangement of fire extinguishing equipment to prepare for fire, and 
implementation of initial firefighting training. 
In addition, on-site inspections on safety, fire, and disaster prevention are 
being conducted at subsidiaries and suppliers. Subsidiaries in Japan are 
also mutually inspecting and improving each other’s production sites in 
Subsidiaries Mutual Safety Inspections to improve the safety, fire, and 
disaster prevention level in the entire Group and the supply chain.

KOITO’s Response to the Spread of COVID-19 Infections
Putting the highest priority on the safety of customers, business partners, employees and their families, the KOITO Group 
has implemented various measures based on requests from the government and local governments for the purposes of 
preventing the spread of COVID-19 infections. We will continue to utilize telework and online meetings to reduce the risk 
of infections and to promote smooth operations and improve efficiency.

KOITO MANUFACTURING CO., LTD. (“KOITO”) 
recognizes that the appropriate management of 
information is a critical management issue, and has 
formulated an “Information Security Policy” to gain the 
trust of customers and society at all times. 
KOITO intends, from now on, to comply with this 
Information Security Policy, maintaining and improving 
information security by protecting information assets 
from various threats and handling information 
appropriately.

1. Establishment of information security management 
system

KOITO has appointed a Chief Information Security Officer 
(CISO) and established an information security 
management system that enables prompt implementation 
of security information measures, to gain the trust from 
the society at all times. This management system shall be 
reviewed and improved regularly. With this CISO and 
management system, KOITO makes every possible effort 
to protect all information assets held by us and comply 
with laws, regulations, and other rules related to 
information security.
2. Development of internal information  security-related 
rules

KOITO develops internal rules based on our Information 
Security Policy to have a clear policy for the handling of 
not only personal information but also all other 
information assets, and makes all employees and business 
partners fully aware of KOITO’s strict measures against 
information leaks etc.
3. Implementation of appropriate information security 
measures

KOITO implements organizational, physical, 
technological, and personal security management 
measures so that information assets of KOITO are not 
subjected to unauthorized access, destruction, leakage, or 
alteration. These measures shall be adjusted and adapted 
to changes when technological and social needs arise.
4. Implementation of internal information security audits
KOITO regularly conducts internal information security 
audits to verify that security measures are functioning 
effectively in the course of business operations, in 
accordance with relevant laws and internal regulations and 
rules.
5. Enhancement of information security literacy
KOITO provides thorough security education/training to 
employees etc. so that all people dealing with our 
information assets perform their duties with information 
security literacy. KOITO also continues to provide its 
employees with education/training to respond to 
ever-changing circumstances.

Information Security Policy
Organization for Information Security Activities
The KOITO Group monitors computers and networks of 
the Group as a whole, including its domestic and overseas 
affiliates, and is building CSIRT (Computer Security 
Incident Response Team), capable of responding 
immediately to any cyber-attacks or abnormal conditions 
on a global basis.
KOITO’s information security is managed by the 
Information System Department, along with General 
Affairs Department and Compliance Promotion Office. 
Furthermore, each department periodically checks for 
information security risks and implements a PDCA cycle 
to continuously improve security.

Information Security Management System
In order to protect information assets from the risk of 
leaks, theft, alternation, etc., the KOITO Group operates 
information security management based on management 
standards for the confidentiality, integrity, and 
availability of information. In particular, major functional 
divisions are assuring information security and promoting 
the improvement of security reliability. Divisions for 
design, development, sales, purchasing and quality 
management of automotive lighting equipment and 
others have acquired ISO 27001, an international 
standard for information security.
The KOITO Group will continue to strive to further 
maintain and improve information security by improving 
our information security management system through 
continuous PDCA cycle and by expanding the scope of 
certification within the Group.

Information Security Measures
To strengthen information security measures against 
cyberattacks, KOITO has established internal regulations 
based on its Information Security Policy and is 
implementing various cyber security measures, including 
the establishment of a Group-wide monitoring system 
and an incident response system. We are seeking to build 
a strategic information management system that not only 
appropriately manages confidential and personal 
information, but also manages and utilizes intellectual 
property and other intangible assets.
In addition, KOITO periodically conducts internal and 
external intrusion tests by external specialist agencies to 
thoroughly inspect and confirm security vulnerabilities 
and strive to improve information security.
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